[MlamaTka 00 OCHOBHbIX crocobax ANCTaHLUMOHHOIO
MOLLUEHHUYecTBa

15.09.2025

npOCbVIJ'IaKTVIKa XVILLI,eHVIﬁ OEeHEeXHbIX CPpeaAcCTB rpaxaaH, CoBepLUeHHbIX C MCNOJ/1b30BaHNEM
VIHCbOpMaLI,VIOHHO-Te}'IeKOMMYHVIKaLI,VIOHHbIX TEXHONIOMNN.

B cooTBeTcTBMU C MnaHOM-rpacmkoM MeponpusiTUii No NPOUNAKTUKE XULLEHWUI AEHEXHbIX CPeCTB
rpaXxaaH, COBEPLUEHHbIX C UCMONIb30BaHWEM MH(OPMALIMOHHO-TENEKOMMYHUKALIMOHHbBIX TEXHOMOT U
Ha TeppuTopun CBepanoBckon obnactv Ha 2024 roaa, MaBHoe ynpaeneHne MB[ Poccum no
CBepanoBCKon 0611acTh NOArOTOBUIO MHAOPMALIMOHHBLIE MaTepuarbl NO NPOMUNAKTUKE XULLIEHWN.

NMAMATKA
06 oCcHOBHbIX cnocobax AUCTaHLMOHHOINO MOLLEeHHUYecTBa

HecMoTpst Ha NpUHMMaeMble NPaBOOXPAHUTENIbHLIMW OpraHaMy Mepbl, AUCTaHUMOHHbIE XMLLEHWUS C
MCNOMb30BaHMEM MH(MOPMALIMOHHO-TENEKOMMYHUKALMOHHBIX TEXHONIOMMIM CTPEMUTENBHO HabupatoT
cuny.

MOLLEHHMKM YMENO MUCMOSb3YHOT BCO AOCTYMHY MH(OPMaLUMIO U COBPEMEHHbIE TEXHOSOMMM,
pa3bupaloTcs B NCUXONOTUM NIOAEN, BbIHYXXAAs XEePTBY packpbiBaTb BCO MHGOpMaumio o cebe nnbo
COBepLUATh T€ WU/M UHblE AENCTBUS, UCMOJb3YIOT YenoBeyveckme cnaboctu (CTshkaTenbCTBo,
aNyYHOCTb), YyBCTBA (COCTpajaHne, 06eCrnoKOeHHOCTb 3a 6/IM3KKMX, XKanocTb) B CBOMX KOPBICTHbIX
NHTepecax.

OCHOBHbIE N3BECTHble CXeMbl TeneOHHO0 MOLIEHHNYECTBA:

1. Cny4ait ¢ poACTBEHHMKOM,

MoOLLEHHVK NpeacTaBnseTcs poACTBEHHUKOM (3HAKOMbIM) M B3BOSIHOBAHHBLIM rOI0COM MO TenedoHy
coobLaeT, YTo 3aaepKaH COTPYAHUKAMM NONMLIMK 3@ COBEpLUEHME npecTynneHns (cosepwmnn AT,
XpaHU OpYy>XNe U HapKOTUKK, HAHEC TSXKKME TeNeCHble NoBpexaeHns). [lanee B pa3roBop
BCTYNaeT ikobbl COTPYAHUK NOANUMKU. OH yBEPEHHBIM TOHOM COOBLLAET, YTO YXKe He pa3 «rnomorasn»
NoAsSM TakmM 06pa3oM. Ho ecin paHblLue AeHbriM NpUBO3UAM HENOCPEACTBEHHO €My, TO ceivac
AeHbrn HeobxoaMMOo NPUBE3TU B ONpeaeneHHoe MecTo, nepeaaTb Kakomy-nnbo venoseky, 1mbo
nepeBecTy Ha cyeT (abOHEHTCKMI HOMep TenedoHa).

2. Po3birpbill Npu3oB (3T0 MOryT 6bITh TeNnedoH, HOyTOyK, aBToMobUb 1 Ap.).

Ha TenedoH aboHeHTa COTOBOW CBSA3M NPUXOAUT CMC-COODBLLIEHUE, U3 KOTOPOro ClEeAYET, UTO B
pe3ynbTaTe NPOBEAEHHON SIOTEPEN OH BbIMrpasl aBTOMOOMNb. [nsi yTOUHEHNS BCeX AeTanen
NOTEHLMANBHON XXepTBe NpeanaraeTcs NOCETUTL ONpeaeneHHbI CauT U 03HAKOMUTBLCS C YCIIOBUSIMU
aKkumm, Nnbo NO3BOHWUTbL MO OAHOMY M3 YKa3aHHbIX TenecoHHbIX HOMepoB. Bo BpeMs pasrosopa no
TenedoHy MOLEHHMKN COOBLLAOT O TOM, YTO A/1S BbINOSHEHMST HEO6X0AMMBIX (POpManbHOCTEN
(ynnaTtbl rocnoLwvHbl, obopMaeHns Heo6X0AMMbIX AOKYMEHTOB, OM/iaThl 3@ KOMUCCUIO NepeBoaa)
cyacTAmBoMy 0bnagaTento HOBEHbKOro aBTOMOOMNS HEOBXOAMMO NEPEUNCIUTD Ha CHET YKA3aHHYI0
UMK CyMMy, @ 3aTeM HabpaTb onpeaeneHHyo KOMbHauuo umMdp 1 CMMBONIOB, IKO6bI AN NPOBEPKU
MOCTYNNEHNS AEHEr Ha CYET U MONYYeHUs «Koaa permcrpaunmn». Kak TObKO XXepTBa 3aBepLluaeT
YKa3aHHbIe MaHUMNY LMK, CHET OBHYNSETCS, @ MOLWEHHUKM MCYE3aT B HEU3BECTHOM HaMpaB/eHUN.



Ecnu Bbl y3HanM o NpoBeaeHny noTepeun TONbKO TOoraa, Koraa «BbiMrpann» aBToMobub, eCiin Bbl He
3anosHSIN 3a8BKYy Ha y4acTue B Hen iMbo KaknM-nmbo ApyriM cnocoboM He NOATBEPXKAann CBOE
y4yacTue B po3birpbille, TO, BEpOSTHeE BCero, Bac NbiTatoTcs 06MaHyTb. byabTe 0CTOPOXHbI!

3. SMS-npockba.

ABOHEHT Mosy4aeT Ha MOBUIbHLIN TenedoH cooblueHne: «Y MeHsi Npo6eMbl, MO3BOHM MO TakoMy-
TO HOMepY, ec/iM HOMEP He AOCTYMeH, NOMIOXWN Ha Hero onpeaesneHHyo CyMMy U Nepe3BOHM>.
Yenosek NOMNOMHAET CHET M Nepe3BaHNBaET, TenedoH NO-NPeXHeMy He AOCTYrNeH, a AeHbrn
BEPHYTb Y>K€ HEBO3MOXHO.

4. TenedoHHbIV 3aKa3 OT pyKOBOAWTENEN MPABOOXPaHUTENBHbIX U FOCYAaPCTBEHHbLIX OPraHoB
BNacTu.

Ha TenedoH aboHeHTa (NpeanpuvHMMaTens, pykoBoauTens obbekTta 0bLLEeCTBEHHOrO NUTaHKS,
TOProBOro LeHTpa Mbo Mx COTpyAHMKaM M Ap.) NOCTyMNaeT 3BOHOK OT NpaBOHAPYLIMTENS, KOTOPbIN
NpeacTaBnsSETCS OAHUMM M3 PyKOBOAMTENEN NPaBOOXPAHUTENbHLIX OpraHoB (MPOKypaTypbl ropoaa v
Ap.) ¥ NPOCUT MOMNOMHUTL CYET ero TenedoHa, A0NOMHUTENBHO K 3TOMY MPOCUT, HaNpUMep,
3abpoHMpoBaTh CTOIMK B pecTopaHe 1 coobLiaeTt, YTo No npuesay Ha obbekT paccumTaeTcs. He
AOXMNAASCh Npuesaa sKkobbl AOMKHOCTHOrO L@, PyKOBOACTBYSICb MPUHLIMIIOM YBaXKEHWS U OBEPUS
K PYKOBOAWUTENO Ha3BaHHOW AO/MKHOCTU B MPaBOOXPAHMTESNbHLIX OpraHax, NoTepreBLImi
nepeBoauT Yepes TepMmHan 6aHka, TMbo Yepes nHble PUHAHCOBbLIE YCIYT AeHEXHble CPeACTBa B
yKa3aHHOW CyMMe.

5. MnaTHbIN KOA.

MocTynaeT 3BOHOK, SIKObbl OT COTPYAHUKA CNy>Obl TEXHUUYECKOW NOAAEPXKKM onepaTopa MObUIbHOM
CBSI3W, C NPEAOXKEHNEM MOAKIUNTE HOBYIO SKCKKO3MBHYIO YCIYIYy MW ANs nepeperncrpauum Bo
n3bexkaHme OTKIIIOYEHNS CBA3M M3-3a TEXHMYECKOro cb0s, unm Ans yny4leHns kadectsa ceasu. Ans
3TOro aboHeHTy npeanaraetcs HabpaTb NoA AUKTOBKY KOA, KOTOPbLIN SBASIETCS KOMBUHaUmen ans
OCYLLECTBNEHMS MOBUIBHOMO NepeBoAa AEHEXHbBIX CPeACTB CO cyeTa aboHeHTa Ha cyeT
3/10YMbILLSIEHHNKOB.

6. LLTpadHble caHKUMK onepaTopa.

3M0YMbILNEHHUK NPEACTABNSIETCA COTPYAHUKOM CIY>Obl TEXHUYECKON NOAAEPXKKM onepaTopa
MOBMNBbHOMN CBSI3M M COOBLLIAET, UTO aBOHEHT CMEHWUN TapUHbIN NaH, He OMOBECTUB orepaTopa
(Takke MoryT 6bITb BapMaHTbl: HE BHEC CBOEBPEMEHHYIO OMaTy, BOCMO/Ib30BasCs yC/yramm
poyMuHra 6e3 npeaynpexaeHus) n, COOTBETCTBEHHO, eMY HEOHX0AMMO ONNaTUThL WTpad B
onpeaeneHHoM pa3Mepe, KynvB KapTbl 3KCNPEeCCc-0naThl U COOBLWMB X KOAbI.

7. OWMBOYHbIN NepeBoa CpeacTB.

A60HeHTY noctynaeTr SMS-coobLyeHne 0 NOCTYMeHUN CPEACTB Ha ero CYET, NepeBefeHHbIX C
MOMOLLbIO YCryrn «MobunbHbI nepeBoa». Cpasy Nocne 3Toro NocTynaeT 3BOHOK U MyxunHa (Mnn
XEHLUMHa) coobLLaeT, YTo OWKNBOYHO NepeBeN AEHbIM Ha €ro CYET, MPU 3TOM NPOCUT BEPHYTb MX
obpaTHO TeM xe «MobunbHbIM NepeBoAOM». B AENCTBUTENBHOCTM AEHBLIMN HE MOCTYNatoT Ha
TenedoH, a YenoBek NepeBoanT CBOM COBCTBEHHbIE CpeacTBa. ECM NO3BOHUTL MO YKa3aHHOMY
HOMepy, OH MOXET 6bITb BHE 30HbI 4OCTYNa. KpoMe TOro, CyLUecTBYyOT Takne HoMepa, npu
OCYLLECTB/IEHUN BbI30Ba Ha KOTOpbIe C TenedoHa CHUMAKOTCA BCe CpeacTBa.

8. MpeanoxeHnue nonyuntb goctyn Kk CMC-nepenucke 1 3B80HKaM aboHeHTa.

YunTbiBasi CKITOHHOCTb HEKOTOPbIX rpaXkaaH «MOLWMUOHUTB>» 3a 6/IM3KMMM U 3HAKOMbIMU,
3/10YMbILLSIEHHUKAMUN UCMONb3YETCS CeayoLlas CxeMa MOLWEHHNYECTBa B CeTU VIHTEpHeT:
MoNb30BaTENO NpeanaraeTcs N3yunTb CoAepXKaHNe CMC-COOBLLEHMIA 1 CMMCOK BXOASILLMX U



NCXOAALWMX 3BOHKOB MHTepecytollero aboHeHTa. [ns 3Toro HeobxoaMMo oTnpaBuTb coobLleHne
ctrommocTbto oT 10 ao 30 pybnei Ha yKa3aHHbI KOPOTKUIA HOMEpP M BNUCaTb B Npeanaraemyro
¢dopmy HoMep TenedoHa aboHeHTa.

Mocne Toro, Kak Nonb3oBaTesb OTNPABSET CMC, C €ro CYeTa CNMUCLIBAETCS CyMMa ropasao 6onblue
TOW, YTO Bbifa yKa3aHa MOLLEHHMKAMM, @ MHTepecytowwas MHopMaumsi BOCNEACTBUM TaK U He
nocTynaer.

9. MNpoaaxa MMyLLECTBa Ha MHTEPHET-CaNTaXx.

Mpw 3BOHKE Ha TenedoH, pa3MeLLeHHbIM Ha IHTepHeT-caliTax obbsasneHuii (AButo, ®aplloct, [lpom
1 Ap.) NpaBoHapyLwmTeb NPOCUT MOMOMHUTL CYeT ero TenedoHa, MMbo coobWwmnTb AaHHbIE U HOMEp
KapTbl NOTepreBLero A1 nepesoaa AEHEXHbIX CPeACcTB B KayecTBe 3ajaTka 3a Tosap. ocne
COOBLLEHMS AaHHBIX KApTbl MPOUCXOAUT CNMCAHME AeHEeXHbIX CpeacTB.

10. HoBas cxeMa TenedOHHOro MOLLEHHMYECTBA «BULIMHM».

OAaHoW 13 pacnpoCTpaHeHHbIX CXEM KMBEPMNpPEeCTYNHMKOB B NOCIeAHME rofbl CTan «BuwmnHM» — 310
BWA, MOLIEHHMYECTBA, NPU KOTOPOM 3/10YMbILSIEHHUKN NOA, /to6bIM MPpeasioroM BbIHYXKAAOT Hac
npeaocTaBnaTbh KOHMMAEHUMaNbHbIe JaHHbIE B «HALIMX COOCTBEHHbIX MHTEpecax», TO eCTb
WCKYCCTBEHHO CO3AaeTCs cuTyaums, Tpebyiowas noMoLwm OT cneumanmcra.

Llenb MoLeHHUKOB nog ntobbIM NpeasioroM nssfedb CEKPETHYIO IMYHYIO MHDOPMaUMIO O KpeauTke.
[na nonyyeHust 4oCTyna K KOHMUAEHUMANbHbIM AaHHbIM BnagenbLa MHUMbIE MOMOLLHUKM
NConb3ytoT TenedOoHHYI0 CBS3b Kak B aBTOMATU3MPOBAHHOM peXuMe, Tak U HanpsMyto OT MHUMOIO
«onepaumnoHncTa» 6aHKOBCKOro CeKTopa.

Bo MHOMMX Cny4asix B Te4eHne AHS HaM MOCTOSIHHO HauMHAOT 3BOHUTbL Ha MOBUABHWMK C
HEe3HaKOMOro MOCKOBCKOIO HOMepa, HauMHaroLwerocst Ha 495. 3BOHKM C MOCKOBCKMX HOMepOB
06bI4HO HACTOJIbKO HAaCTOMYMBLI (MHOTAA A0 AECATM 3BOHKOB 3@ [A€Hb), YTO Mbl 3a4acTytO YCTYNaem
N OTBEYAEM Ha HUX.

Kak TOnbKO Mbl OTBEYAEM Ha 3BOHOK, HAM Cpa3y COOBLLAOT BaXkHYIO MHMOPMaLMIO O BO3HUKLLNX
npobnemMax C Hallei KapToi, HanpuMep, YTO OHa 3abI0KMPOBaHa, a cnyxba 6e3onacHocT 6aHka
npeaoTBpaThIA NOMbITKY HECAHKLMOHMPOBAHHOMO CNUCaHUS. 3aTeM 3BOHSILLMIA NpeanaraeT noMoLLb
B C/TOXXMBLUENCS CUTyaLMK, Ha KOTOPYHO MHOTME M3 Hac COrNaLlalTcs.

Hac y6exxaatoT B CpOYHOM PELLEHUM BOSHUKLLEN CUTYaLIMK, MOKa ELLE HE BCE AEHbIM YKPAZEHbI.
OueHb NocnegoBaTelbHO MOLIEHHMKM CTapatoTCs NMOMyYnTb OT HAC BCO JINYHYIO MHMOPMaUuto o
KpeauTke, npucbinatoT HoBble naponu u MNMUH koabl B CMC-yBegoMneHusix. YcrnokamsatoLwmM
rosIocoM «b6aHKOBCKME pabOTHMKM>» NpeasaratoT pas3nyHbie BO3MOXHbIE BApUAHTbI 3aLUMThI.
[oragaTbCsi O TOM, YTO NIO6E3HBIM NMOMOLLUHUK Ha APYrOM KOHLIE NPOBOAA SBMSIETCS MOLWEHHUKOM He
BCerga nerko, Ho B NtoboM ciiyyae 3T0 BO3MOXHO. M3HauanbHO MOXHO nobnarogapuTb 3a
64MTENBHOCTb M Y3HaTb A0/HKHOCTb, MHULMA b 3BOHUBLLEr0 COTPYAHMKA KPeaUTHON OpraHM3aummn u
NpeanpUHSTL NOMbITKY A03BOHUTLCS MO ropsiYen JIMHNUN.

Mcnonb3oBaTh Anst BbISCHEHWS CNOXMBLUENCS CUTyaLUM NydLle ApYron CBoM HOMep, MOTOMY YTO Ha
CEroAHsALWHWIA AeHb Y BbIMOraTenen CyLeCcTByOT TEXHOMOMM, NO3BONAIOWME NepeHanpaBsTh BCe
nocneayoLme 3B0HKM Ha TenedoHHOe YCTPOMCTBO MOLLEHHMWKOB.

11. XuweHunst ¢ KapT, NOAKYEHHbIX K OMNUMN GECKOHTAKTHbBIX NIATEXEN.

[ins npoBeaeHWst onnaTbl MO TakoW KapTe AOCTaTOYHO MPUIOXMUTb eé K TepMuHany. Beoa MWH-koaa
He TpebyeTtcst ecnv cyMMa He nipeBbiwaet 1 000 pybneit. Mpu 3TOM KONMYECTBO PacxoaHbIX
TpaH3aKUMIA He OrpaHnYeHo.



YT06bI MONYUYNTb AEHBLIM, MOLLEHHMKY AaXe He MOHaaobuTcs BOPOBaThb KapTy Yy KiueHTa. Ecnm B
06LLECTBEHHOM TPaHCMOPTE MNOAHECTUN YCTPOMUCTBO K CYMKE WM KapMaHy Bragenbua, TO CpeacTsa
cnuwyTes. Ans 3TUX Lenen MOLIEHHUKM U3rOoTaB/IMBAKOT CaMOAENbHbIE MEPEHOCHBIE CYUTLIBATENM
WX UCNOMb3YIOT BaHKOBCKME TEPMUHASILI, OPOPMEHHbIE MO (PUKTUBHBLIM AOKYMEHTAM.

TakXxe B TEKYLLEM roay 3/10YMbILLAEHHUKN MPOAO/KAIOT aKTUBHO MCMO/b30BaTb MULLMHE B
couManbHbIX CETSX U OHNalH-MecceHmpKepax. Hanbonbluyto BbIroly MOWEHHUKaM NPUHOCAT
MaxmMHaUum Yyepes ABMTO, C MOMOLLbIO KOTOPbIX OHM MOJYYatoT A0CTYN B OHNAMH-6aHK.

12. B35ioM akkayHTa gpyra.

Jlioan MoryT faxke He NoAo3peBaTh, YTO MM MULLET NOCTOPOHHWUIA YENOBEK NoAd BUAOM
POACTBEHHMKA, Apyra, C Npocbbov NepeBoaa AEHEr B CBS3W C NPoM30LIeaLnM ropeM. Takum
obpa3oM, Bonas B 4OBEPUE, MOLLIEHHUKM MbITAIOTCS YKPACTb BaluM A€HbIU.

13. TenedoHHOE MOLLIEHHNYECTBO BO BPEMSI MaHOAEMUN.

MHorme u3 Hac BBMAY NaHAEMUN HAaXOAMNUCL A0MA, YTO aKTUBM3NPOBasIO MOLLEHHWUYECTBO C
6aHKOBCKMMK KapTamu no TenedoHy. O4eHb ornepaTtMBHO 3TUM MOMEHTOM BOCMOS1b30BaIMCb
BbIMOraTenm C NOMOLLbIO cMapTdhOoHa.

BOT NMLWb HECKObKO HOBLIX MPUMEPOB TOrO, Kak NPONCXOAUT TenedoHHOe MOLIEHHUYECTBO C
nocneayoLen KpaXxei AeHer ¢ KpeauTKK, yYnTbIBasi COBPEMEHHYIO CUTYaLMIO:

Ha TenedoH npuxoamt CMC-yBEeAOM/IEHNE O HAYMCIIEHMM KOMMEHCAUMN 3a Hepabounii
nepvo/ Bo BpeMsl annaeMun, Ans NosyydeHns KOTopor npeanaraeTcs Nepe3BoHUTb B 6aHK U
noobLaTbCs C MHUMbIM «COTPYAHUKOM>,

3/10YMbILUAEHHUKN 3BOHSAT HAM C YBEAOMJIEHMEM O TOM, YTO Mbl IKOBbI HAXOANNCH B
KOHTakTe ¢ 3aboneswmmm Covid-19. B cBA3M € 3TUM NpeanaraeTcst CPOYHO CAaThb MMaTHbIN aHanms
Ha KOpPOHABUPYC, a YTobbl HE HapyLlaTb PEXUM CaMOM30NSALMN, «COTPYAHUKN nabopaTtopum» roTOBbI
npuexaTb K HaM Ha AoM. [1ns CpoYHOro Bble3aa bpuragbl HYXKHO COBEPLUMTL MpeaonnaTy.

B 0boux cnydasix NoacTaBHOM YenoBek, 6yab 3TO COTPYAHMK 6aHKa UM Med. NepCcoHarn, npeasaraet
CBOK OH/MANH-MOMOLLb, YTOObI OCYLLLECTBUTb MATEX, @ AN 3TOr0 eMy Hy>XHa MHdOPMaLMs O CYETE.
Mocne nonydeHns HeobXo0ANMBbIX AaHHbIX MOLLUEHHUKN BbIBOAST AE€HbIMN, @ Mbl, JOBEPUYMBbIE
rpakgaHe, OCTaeMcsl C HyneBbIM HanaHcoM.

MpuBeAEHHbIN NepeYyeHb MOLUEHHUYECKUX CXEM HE OrpaHMYMBAETCS NPUBEAEHHBIMI NPUMEPaMMU.
MpecTynHMKM HaxoasT BCE HOBbIE M HOBbIE CXEMbl M CNOCOObI A5 AOCTVXKEHMS CBOUX MPECTYMHbIX

3aMbIC/0B.

Kak ybepeubcst 0T TenedOHHbIX MOLIEHHNYECTB?

YT06bl HE CTaTb XXEPTBOW 3/T0YMbILLIEHHUKOB, HEO6XOANMO COBMOAATL NPOCTLIE NPaBUIa
6e30nacHOro NoBeAeHUs 1 0653aTeNbHO AOBECTU MX 0 CBEAEHNS POAHbLIX U B/IM3KUX:

- He cneayeT A0BepsiTb 3BOHKAM M COOBLLEHMSIM, O TOM, YTO POACTBEHHUK WM 3HAKOMBIV Monan B
aBapuio, 3aAepXkaH COTPYAHWKaMM MOMMLUMKN 3a COBEPLLEHME NPECTYN/EeHMs, 0COBEHHO, eCrn 3a
3TUM CneayeT Npocbba 0 NepeuncneHnn AeHeXHbIX cpeacTs. Kak nokasbiBaeT NpakTuKa, 06bIYHbIN
3BOHOK 6/1M3KOMY UYenOBEKY MO3BOJISIET Pa3BesiTb COMHEHNS U MOHSATb, YUTO 3TO MOLUEHHWUKM
NbITAlOTCA 3aBfageThb BallMMM CPeACTBaMM UM UMYLLECTBOM;

- He cneayeTt 0TBeYaTb Ha 3BOHKM MM SMS-coobLEeHNs C HEM3BECTHbLIX HOMEPOB C NPOCL60M
MOJIOXMWTb Ha CYET AEHbIY;

- He cneayet coobwatb no TenedoHy KoMy bbl TO HM 6bIN0 CBeAEeHMS TIMYHOMO Xapakrepa.



CBoeBpeMeHHOe obpallleHne B NpaBOOXPaHUTENbHbIE OpraHbl MOXET NMOMOYb APYIMM NIOASIM HE
MonacTbCs Ha HE3aKOHHbIE YI0BKM TeNeOHHbIX MOLLIEHHUKOB.

MpOTUBOCTOSITb MOLLEHHMKAM BO3MOXXHO NNLLb MOBbILUEHHON BHUMATENbHOCTbIO, 34PaBOMbIC/TMEM U
6aUTENBHOCTLIO.

MNAMSATKA ansi rpaxxaaH o NpounakT1Ke 1 NpeaynpexaeHnm AUCTaHUMOHHbIX NPECTYNIEHNN B
chepe MHPOPMALMOHHO-TENEKOMMYHUKALMOHHbIX TEXHOMOTNIA:

YTobbl He OKa3aTbCsl KEPTBOM MOLUEHHNKOB HEOBXOAMMO 3HaTb CreayloLlee:

— COTPYAHWKM NMtoboro H6aHKa HUKOrAa He NPOCST COOBLWMTb AaHHbIE Ballel KapTbl (HOMEp KapThl,
CPOK eé neNCTBUSI, CEKPETHbIM KOA Ha 060POTHOM CTOPOHE KapTbl), TakK KaK Y HUX OAHO3HAYHO
MMEIOTCSA BalUM AaHHbIE;

— He Npu Kakmnx obCTosTeNbCTBax He coobLaTh AaHHbIE Ballen 6aHKOBCKOM KapThl, @ TaK Xe
CEKPETHBbIN koA Ha 060POTHON CTOPOHE KapTbl;

— XpPaHUTb MUH-KOA OTAENbHO OT KapTbl, HU B KOEM C/lyYae He NucaTb NWH-KOA Ha CaMoW
6aHKOBCKOW KapTe;

— He coobLaTb NMH-KOA TPETbUM NMLaM;

— ocTeperaTbcs «TeneOHHbIX» MOLLIEHHMKOB, KOTOPbIE MbITAOTCS BBECTM Bac B 3abnyxaeHue;

— nyJwe nsberatb TenedOHHbIX Pa3roBOPOB C NOAO3PUTENBHBIMU JIOABMU, KOTOPbIE
NpeacTaBnstoTCsS COTPyAHMKaMmM 6aHka, He 6onTeck NpepBaTh pa3roBop, NPOCTO KiaauTe TPyoKy;
— BHUMaTesbHO unTanTe CMC coobLienunst npuxoasiume oT 6aHka;

— HUKOrZla M HUKOMY He coobLUaliiTe Naposn, U CEKPETHbIE KOAbI, KOTOpble NpuxoasT BamM B CMC
coobuleHnmn ot 6aHKa;

— MOMHM1TE, YTO TOSIbKO MOLUEHHMKM CMPALUMBAIOT CEKPETHbIE NMAPOM, KOTOPbIE NPUXOAST K BaM B
CMC coobuieHnm ot baHka;

— COTPYAHMKM BaHKa HMKOrAa He NoMnpocsT BaC NPOMTU K 6aHKOMaTY;

— €CNM Bac Nonpocuin nNpomnTu ¢ 6aHKOBCKOM KapTon K 6GaHKOMaTy, TO 3TO OYEBUAHO MOLLUEHHWUKU;
— He NoKynanTe B MHTEPHET — MarasvHax ToBap MO SIBHO 3aHMXXEHHON CTOMMOCTH, TaK KaK 3TO
04YEBUAHO MOLLEHHUKN;

— HUKOrla He NepeBOAUTE AEHEXHbIE CPEACTBA, €C/M 06 3TOM Bac NPOCUT CAENaTh Ball 3HAKOMbI B
COUMANbHOMN CETU, BO3MOXHO MOLUEHHWUKM B3/IOMany akkayHT, CHauana CBSXKUTECh C 3TUM
YeNIOBEKOM W y3HaWTe AENCTBUTENBHO /I OH NMPOCUT Y Bac AEHbM;

— B CETU «MHTEPHET» HE NepeEXoanTe Mo CCbI/IKaM Ha HEM3BECTHbIE CalThbI;

— neincTBynTe 064yMaHHO, HE TOPOMAMBO, MOMHUTE, UTO «BeCnnaTHbIN Cbip TOMBKO B MbILLIENOBKE>.

NHTEepHET-MOLLEHHNYECTBO - NaMsATKa A8 rpaxaaH

B nocneagHue roabl WMPOKYO NOMYNSPHOCTb MNOAYYNIM CMC-PACChINIKM UM 3NIEKTPOHHbIE MUCbMA C
COOBLLEHUAMA O BbIMIpbILLe aBTOMO6MNS MO0 APYrnX LIEHHbIX NPW30B. [1s nonyveHus
«BbIATPbILLIA» 3/10YMbILLAEHHUKM O0BbIYHO NPOCST NEPEBECTU Ha 3MIEKTPOHHBIE CHETA OMNpeaeneHHYo
CYMMy AeHer, MOTUBUPYS 3TO HEOBXO0AMMOCTBIO YN/iaTbl HAIOrOB, TAMOXEHHbIX MOLLJINH,
TPaHCMOPTHbIX pacxodoB M T.4. MNocne nonyyeHust AeHEXHbIX CPeACTB OHU NEPECTalOT BbIXOAUTL Ha
CBSI3b MO0 NPOCSAT NepeBeCTU AOMOSHUTENbHbIE CYMMbI HAa O(POPMIIEHNE BbIUIPbILLA.

OrpaaunTb cebs oT nogobHOro poaa NPecTynyeHuin npeaensHo npocto. MNpexae Bcero HeobxoaMmMo
6bITb 6naropasyMHbIM. 3alyManTeCh Hafl TEM, NPUHUMANM /M Bbl y4acTUe B PO3birpbilie Npu3oB?
3HaKoMa N1 BaM OpraHu3auusi, HanpaBuBLLIAs YBeAOM/IEHNE O Bbinrpbiwe? OTKyAa OpraHn3aTtopam



aKLMM U3BECTHbI BALLN KOHTAKTHbIE AaHHblE? ECNM Bbl HE MOXETE OTBETUTL XOTS 6bl HA OAWH U3
3TWX BOMPOCOB, PEKOMEHAYEM BaM MPOUrHOPMPOBaTb NMOCTyNMBLUEE COOBLLEHME.

Ecnm Bbl pelumnm ucnbiTaTb CYaCTbe M BbIMTU Ha CBS3b C OpraHM3aTopaMu po3birpbILLa,
nocTapanTech NosyYuTb OT HUX MaKCMMasibHO BO3MOXHYO MHMOPMaLMIo 06 akumm, yCnoBusx
y4acTusl B Hei 1 npaBunax ee npoeeaeHus. MoMHUTE, YTO YNOMUMHAHWE Ballero MMeHU Ha
MHTepHeT-calnTe He SIBNSIeTCS NoATBEP)KAEHMEM A06POMNOPSA0YHOCTU OPraHN3aTOPOB aKLUMK U
rapaHTVeN Ballero BbIUrpbILLa.

Jlrobasi npocbba NepeBecTy AeHEXHbIe CPeACTBa AJIS MOSTyYEHUS BbIMIPbILIA A0/MKHA HACTOPOXUTb
Bac. [TOMHUTE, YTO BLIMIPLILL B JIOTEPEIO BIEYET 3a CO60I Hanoroeble 06513aTeNbCTBa, HO NOPSAAOK
ynnaTbl HA/IOroB pernaMeHTUPOBaH AEMCTBYIOLMM 3aKOHOAATENBLCTBOM U HE OCYLLECTBSIETCS!
NOCPeACTBOM NepeBoAa AEHEXHbIX CPEACTB Ha 3/IEKTPOHHbIE CYETA FpaXkaaH U OpraHu3aLmii unm
T.H. «3JIEKTPOHHbIE KOLLESTbKM».

ByabTe 64MTENbHbI U MOMHUTE O TOM, YTO AJI TOro, YTO6bI YTO -TO BbIMIPaTh, HEO6XOAMMO
NPUHMMATb Y4acTUe B PO3birpbille. Bce yNoMMHaHMSi 0 TOM, YTO Ball HOMep SIBNSIETCS
«CYACT/IMBBLIM» N OKa3a/iCs B CMMUCKE YYaCTHUKOB NIOTEPEU, SBNSIOTCS, KaK NPaBusIo, NnLLb Y/I0BKOM
ANS NPUB/IEYEHUS BALLEMO BHUMAHUS.

Hepeaku cnyyan MOLEHHWYECTB, CBA3aHHbIX C 1EATENbHOCTbIO VIHTEpHET-Mara3uHoB 1 CalnToB Mo
npoaaxe aBMabuneToB. YeM NpuBIEKaOT NOTEHLUMANbHBIX XXEPTB MOLIEHHUKU? lNpexae Bcero -
Heob0CHOBaHHO HU3KUMK LieHaMu. [py 3aka3e ToOBapOB Bac NONPOCAT BHECTM Npeaonnary,
3a4acTyto MyTEM BHECEHUS AEHEXHbIX CPEACTB Ha HEKMI BUPTYasbHbIA KOLIENEK NOCPEACTBOM
TEepMUHana aKcnpecc-onnathl. [lanee MarasmH B TEYEHWE HECKOMbKUX AHEN ByAET NpuayMbIBaTb
OTrOBOPKM M 06elLaTh BaM CKOPYI AOCTaBKy TOBapa, a NOTOM 6eccrieqHo McYe3HeT Nnbo npuwneT
HeKayeCTBEHHbIN TOBap.

Llenb noaobHbIX canToB — 06MaHyTb MakcMMasibHOE KOJIMYECTBO NtoAeN 3a KOPOTKUi cpok. Co3aaTh
MHTEpHET-CaNT CErofHst — N0 HECKOMbKMUX MUHYT, MO3TOMY BCKOPE NOC/E NpeKpalLeHns paboThbl
CanT BO3POAMTCA MO APYroMy aapecy, C ApYrM AM3aiiHOM W MOA APYTUM Ha3BaHMEM.

Ecnv Bbl XOTUTE KynuTb TOBap Mo NpeaoniaTe NOMHUTE, YTO Cepbe3Hble IHTEPHET-MarasuHbl He
6yayT NpocuTb BaC NEPEUNCIUTL AEHBIMM Ha BUPTYasibHbIMA KOLWENEK UK CHET MOBUIBHOMO
TenedoHa. Monwmte nHdopMaumio o0 MarasvHe B CETU VIHTEPHET, MOCMOTPUTE, KaK AO/TO OH
HaxoauTCs Ha pbiHKE. ECIM Bbl UMEETE AENo C CAaUTOM KPYMHOM UK M3BECTHOM BaM KOMMaHWM,
ybeanTechb B NpaBUIbHOCTM HanMcaHWs alpeca pecypca B aipeCHON CTpoKe Ballero 6paysepa. Mpu
HeobXoAMMOCTU NOTPebynTe OT 3AMUHUCTPATOPOB MarasvHa NpeaocTaBUTb BaM MHGOPMaLIMIO O
IOPUANYECKOM NULIE, MPOBEPLTE €€, UCNOMb3Ys 06LLEAOCTYNHbIE 6a3bl AaHHbIX HAJIOrOBbIX OPraHOB
N PEECTp IOPUANYECKUX NULL. YOeauTech B TOM, YTO Bbl 3HAETE aApec, Mo KOTOPOMY Bbl CMOXETE
HanpaBUTb NPETEH3UIO B C/TyYae, e Bbl ByAeTE HEA0BO/bHbI MOKYMKOM.

3aMeTHO y4acTUANCh Clly4an PacCblIKU CMC-COOBLLEHMI, coaepXKalLmx MHEOPMaUMIo O TOM, YTO
6aHKkoBCKkas kapTa aboHeHTa 3abnoknpoBaHa B cuny psaa npuyunH. MiHoraa nogobHble coobueHns
coAepXxaTt NpusblB NepeBecTy AeHbrn ANs pa3bnoKMpoBKK KapTbl, MHOrAa aboHeHTa NpocsT
MO3BOHWTb WM OTMPABUTb CMC HAa KOPOTKMUIA HOMEP.

Heob6x0AMMO NOMHUTL O TOM, YTO €ANHCTBEHHAs OpraHn3aums, KoTopasi CMOXET
npovH(OpPMMPOBaTb Bac O COCTOSIHMM Ballei KapTbl — 3TO 6aHK, obcnyxusatowmi ee. Ecnm y Bac
€CTb NMOAO3PEHMSI O TOM, YTO C Ballei KAapTOM YTO —TO HE B MOPSAKE, €CM Bbl MOMYYMSIN CMC-



yBeAoM/eHne 0 ee 6I0KMPOBKE, HeMeaeHHO obpaTuTeck B 6aHK. TenedoH KIMEHTCKON Cinyxbbl
6aHka 06bI4HO yKa3aH Ha 06opoTe KapTbl. He 3BOHWTE M He OTnpaBnsnTe CoobLEHNS HA HOMEpPa,
YKa3aHHble B CMC-YBEOMJIEHUM, 3@ 3TO MOXET B3MMATbLCS AOMNOSIHUTENbHAS NiaTa.

OAWH 13 NonynspHbIX CNocob0B MOLIEHHUYECTB, OCHOBAHHbIX HA J0BEPUM CBSI3aH C Pa3MELLEHNEM
06bsBNEHMI O NPO/IAXKE TOBAPOB HA 3NIEKTPOHHBIX AOCKAX 0OBABNEHNN N UHTEPHET-ayKLIMOHaX. Kak
NpaBuI0, MOLIEHHWKN NPUBNEKAIOT CBOUX XKEPTB 3aHMKEHHBIMU LIEHAMU U BbIrOAHBIMU
NpeanoXeHnaMn 1 TpebytoT NepeuncneHns NpeaonaTthl NyTeM NEpeBoa AEHEXHbIX CPEACTB Ha
3/1IEKTPOHHbIN KOLLENEK.

Bnaropasymue NoMoXeT U 3Aecb. BHUMaTENbHO M3yunTe 06bsBNEHME, NOCMOTPUTE MHGOPMALWMIO O
nnue, pa3MecTuBLIEM ero. Ecin ToproBast noLlaaka UMEET CUCTEMY PENTUHIOB NMPO/IABLIOB,
M3y4mTe OT3bIBbl, OCTAB/IEHHbIE APYrMMM MOKYNaTeNsaMmn, He 3abbiBasi, 0AHAKO, O TOM, YTO
NPECTYNMHMUKN MOTYT OCTaB/ATb MOMOXUTENbHbIE OT3bIBbI O ce6e, UCMOMb3ysa AOMNOHUTENbHbIE
YYeTHbIE 3anucu. Bocnonbayintecb MHTEPHET-NMONCKOM. HOraa A0CTaToOYHO BBECTU B (hOpMy Moumcka
TenedOoHHbIM HOMEpP WU CETEBOW NCEBAOHUM NPOAABLIA 15 TOro, YTO6bl 0BHAPYXUTb, UTO 3TU
JIaHHbIE Y>KE UCMOMb30BaNnCh B LIENAX XMLLEHUS JEHEXHbIX CPEACTB U 06MaHa NoKynaTeneun.
MocMOTpUTE CpeAHIOD CTOMMOCTb aHANOrMYHbIX TOBAapOB. Yepecdyp HWU3Kasi CTOMMOCTb A0/HKHA
BbI3BaTb Y Bac Nojo3peHne. Ecnm npoaasel TpebyeT NepPeUncInTb eMy MOSHYIO UM YaCTUYHYIO
npeaonnaTy 3a NpuobpeTaeMblii TOBAP HA SMEKTPOHHBIN CYET, NOAYMaKTe, HACKOMbKO Bbl FOTOBBI
[OBEPATb HE3HAKOMOMY YenoBeKY. [MOMHUTE, YTO NEPEYNCTISS AEHbIN HE3HAKOMBIM STMLIAM
MOCPeACTBOM aHOHWMMHbIX MIATEXHbIX CUCTEM, Bbl HE MMEETE rapaHTU UX BO3BpaTa B C/lyyae, eciu
caenka He CoCToUTCS.

MokynaTb aBnabunetbl Yepe3 MHTEpHET ya06HO. BaM He HY>XHO HUKyAa exaTb M CTOSITb B o4epeasx.
Bbl BbIbUpaeTe peiic, AaTy, onaymMBaeTe GUMET M NOSTyYaeTe ero CNycTst HECKOSIbKO CEKYHA.
CeroaHsi MHOrne N0y BbIBUPAOT MMEHHO TakoW crnocob NpuobpeTeHnst BUNETOB Ha CaMoOnET.
ECTecTBEHHO, MOLIEHHWMKM HE MOMYT OCTaBUTb AaHHYIO cdepy 6e3 BHUMaHUs. 3a nocneaHui roa
CYLLECTBEHHO YBEMYMUIIOCh KOMIMYECTBO Xanob Ha obMaH Npu NOKYNKe 3N1EKTPOHHbLIX BMNeToB.
Co3paTb MIHTEpHeT-calT No npoaake aBMabuneToB — AENI0 HECKOMbKMX YacoB, Ha CMEeHY ero
Ha3BaHWs, aapeca U BHeLWHero odopmieHus TpebyeTcs elle MeHblue BpeMeHW. Kak npasuno,
0obMaH pacKpblBaeTCs He Cpa3y, HEKOTOPbIE Y3HAOT O TOM, YTO UX BUNIETOB He CYLLECTBYET, NMNLWb B
a3ponopTy. 3TO AAET MOLIEHHMKAM BO3MOXHOCTb NMEPEHECTM CBON VIHTEPHET-pecypc Ha HOBOE
MECTO M NPOAO/MHKATb CBOK MPECTYMNHYI0 AeSTENbHOCTb NOA APYrMM Ha3BaHUEM.

YTo6bl HE NCNOPTUTL cebe OTAbIX UM AENOBYIO NOE3AKY CTOUT BHMMATENIbHO OTHECTUCH K MOKYMKe
aBMabuneToB yepes ceTb MIHTEpHET. Bocnonb3ynTechk ycnyramm MHTEpHET-CaiTa aBMakoMnaHum unm
areHTCTBa Mo npoaake 6MNETOB, AAaBHO 3apeKoMeHAoBaBLero cebst Ha pbiHKe. C OCTOPOXHOCTbIO
OTHeCUTECh K AesTENbHOCTM HEM3BECTHbLIX BaM CalTOB, 0COBEHHO TEX, KOTOpble NMPUBEKAIOT Balle
BHMMaHME CnewumnanbHbIMU NPEANOXKEHNSIMU U HU3KUMI LeHaMKn. He nepeBoauTe AeHbIv Ha
3MIEKTPOHHbIE KOLUEMbKM MM CYETa B 3apybexHbiX baHKkax. He noneHnTeck NO3BOHNUTL B
NpeacTaBUTENbCTBO aBMAKOMMaHUK, YTOObl y6eamTbCcs B TOM, UTO Balll Peic CyLecTByeT U GuneTsbl
Ha HEro elle eCTb. 3TK NMPOCTble NpaBwuia NO3BOMST BaM CIKOHOMUTb AEHbIMN U cbepeyb HEePBbI.

Ecnm Bbl nonyumnmn CMC nnmn MMC coobLieHne Co CCbINIKOM Ha CKauMBaHWE OTKPbLITKM, My3bIKU,
KapTUHKWN WK KakoW -HMByab NporpamMMsbl, He CnewmMTe OTKpbIBaTh eé. lNepeiias no ccbinke Bbl



MOXKETE, CaMM TOro He NoAo3peBasi, NMosyYnTb Ha TenecoH BUPYC MM opopMUTb NOAMMUCKY Ha
MAaTHbIE YCIyTL.

MocMoTpuTE, C Kakoro Homepa 6bi110 OTrpaB/ieHo BaM coobLueHune. [axe ecnm coobLieHne npucian
KTO -TO U3 3HaKOMbIX BaM ntofeid, 6yaeT He NIMLIHUM AOMNOSHUTENbHO Y6eanTbCsl B 3TOM, Bedb
coobLieHne Morno 6bITb OTNPaBIEHO C 3apaXxeHHoro TenedoHa 6e3 ero BegoMa. Ecnm otnpaeuTenb
BaM He 3HaKOM, He OTKpbIBalTe ero.

MOMHWTE, YTO YCTAHOBKA @aHTMBMPYCHOIO MPOrpamMMHOro obecriedeHmst Ha MobuIbHOE YCTPOMCTBO -
3TO He NPUXOTb, @ Mepa Mo3BOJISOLLAS MOBLICUTL Bally 6€30MacHOCTb.
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